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Network Protocols

• Internet is a collection of protocols

• Protocol is an agreed upon standard

Request sent

Response received

Request for page

Response with page

Acknowledge the 
response received
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Network Architecture
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LAN – Local Area Network

WAN – Wide Area Network
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Packet Lifecycle – Packet Switched Network
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TCP/IP Network Layers and their functions

Physical

Data Link

Network

Transport

Application

Physical

Data Link

Network

Transport

Application
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Supports applications such as e-mail 
(SMTP), web(HTTP), file transfer 
(FTP)

Transport Application payload using 
protocols which are reliable (TCP –
connection oriented) or less reliable 
(UDP - connectionless) 

Routing of data across networks 
using an IP address

Transfers data between network 
nodes using protocols like Ethernet, 
Wireless Ethernet(Wi-Fi)

Moves bits of data through copper 
link cables, fibre optic cables



Innovation and IT Management
Prof. Rahul De’, IIM Bangalore

© All Rights Reserved, Indian Institute of Management Bangalore



Innovation and IT Management
Prof. Rahul De’, IIM Bangalore

© All Rights Reserved, Indian Institute of Management Bangalore

DIGITAL SECURITY
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Managing Security

Internet

Perimeter 
Security

2 factor authentication

Active Server

Standby Server
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Threats to the organisation

Malware
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Denial-of-Service attack
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Distributed Denial-of-Service attack
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Public Key Cryptography

Alok gets Bani’s public key

Alok encrypts the message with Bani’s
key and sends it to her



Innovation and IT Management
Prof. Rahul De’, IIM Bangalore

© All Rights Reserved, Indian Institute of Management Bangalore

Public Key Cryptography – Impersonation problem

Chetan

1. Alok sends message to 
Bani encrypting with Bani’s
public key “I Love You - Alok”

3. Chetan changes the message & 
encrypts it using Bani’s public key 
“I Hate You - Alok” and sends to 
Bani

2. Message 
Intercepted by Chetan

Alok gets Bani’s public key

Chetan gets Bani’s public key
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Authentication with Public Key Cryptography

Alok gets Bani’s Public key

Bani gets Alok’s Public key

1. Alok encrypts message with his private key 
& Bani’s public key and sends

2. Bani decrypts message with 
her private key + Alok’s public 
key to authenticate the 
message
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Firewall

• Filtering & protection device –
hardware & software

– Packet level filtering

– Application level filtering

– Deep packet inspection
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Virtual Private Network

Connect securely over internet

Creates a secure tunnel using encryption and 
authentication

VPN

Internet


