Domain Name System (DNS)



Domain Name System

« The Internet’s Directory Service
> an Internet-wide service that provides mappings

from hostnames (Www.ece.ust.hk)

to IP addresses (143.89.44.246)
¢ primarily uses services provided by UDP
« distributed database

»> resides in multiple machines
> Implemented as hierarchy of many name servers



Why not centralized?

Q: Why not run a server process on a big, well connected
supercomputer?

A: Centralized systems do not scale!
« poor reliability: single point of failure
* poor performance: remote access for most users
 difficult to manage: all traffic goes to one location

« not politically feasible in a global network



DNS — a distributed

Local name servers

» each ISP, company has local (default) name server
* host DNS query first goes to local name server

Authoritative name server

s every host iIs registered with at least two
authoritative servers, which store that host’s IP
address and name

No server has all name-to-IP address mappings

What 1If the name Is not known to the local DNS server
(e.g. www.edx.org) ?
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Distributed, Hierarchical Database

Root DNS Servers
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top level domain

(TLD) servers com DNS servers org DNS servers hk DNS servers
authoritative google.com edx.org ust.hk goV.hk
DNS servers DNS servers DNS servers DNS servers DNS servers

Client wants IP for “www.edx.org”
e« client queries “root server’” to find “org DNS server”
e« client queries “org DNS server” to get “edx.org DNS server”

 client qgueries “edx.org DNS server” to get IP address for
“Www.edx.org”



RoOoOt name servers

a Verisign, Dulles, VA

c Cogent, Herndon, VA (also LA)
d U Maryland College Park, MD
g US DoD Vienna, VA

h ARL Aberdeen, MD

J Verisign, ( 21 locations)

k RIPE London (also 16 other locations)

i Autonomica, Stockholm
(plus 28 other locations)

e NASA Mt View, CA

f Internet Software C. Palo Alto, CA il m WIDE Tokyo (also Seoul,
(and 36 other locations)

\

Paris, SF)

13 root name servers
worldwide

b USC-1SI Marina del Rey, CA
I ICANN Los Angeles, CA
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Record caching and updating

once (any) name server learns mapping,
It caches the mapping

e cache entries timeout (disappear)
after some time

« TLD servers typically cached in local

naime servers
Thus root name servers not often visited
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